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Executive Summary

Maricopa County is the second largest voting jurisdiction in the United States. With more than 2.6 million registered vote
alk NAO2LJ [/ 2dzyieé NBLINBaSyida Y2NB (GKFy cn LISNOSyd 2F ! N
the Couny Board of Supervisors and the County Recorder and administers city, town, school district, special district, coul
state, and federal elections in Maricopa County.

Transparency, accuracy, and accountability are paramount to Maricopa County aedtiveEDepartmentMaricopa

| 2dzy i@ Qa St SOiA 26tifiadiBecFomOfficersByithikidividdgeDstatk ghiRfederal election laws and the
Arizona Election Procedures Manual. Our role as election administrators is guided by statutetesah doitows those
laws and procedures so that every eligible vote is counted.

The November 2020 General Election was administered with integrity and the
results were accurate and reliable. This has been proven through statutorily
required accuracy tests, court cases, hand counts performed by the political
parties, and post-election audits. The Elections Department followed all federal

and state election laws.

On November 23, 2020, Maricopa County delivered the November General Election certifisd meswits to the Arizona
Secretary of State. The Elections Department stands by these certified results.

Many allegationsabout the November2020 GeneralElectionmade their way to court and MaricopaCounty clearly
presentedthe factsto judgesat both the stateandfederallevel.Fourteen different times complaints alleged election fraud,
YEYALdzE FGA2y S 2N OF YLISNAY3I Ay al NARO2LJ [/ 2dzyG@ Q& HnAHN
court cases, seeéxhibitc COURTASES

The County welcomes objective and unbiased scrutiny and reviews of its elections processes. Following the August :
t NAYFNE 9fSOGA2YS>S GKS al NAO2LJ /[ 2dzyieé . 2FNR 2F { dzLIJSN.
external auditingZ2 YLJ- y& (2 O2yRdz0G | NBOGASg 2F (KS / 2pdeysandediéws S ¢
@BASEtRSR Ylye LRaAaAGAGS OKIy3aSa G2 GKS /2dzyieqQa St SOUGA:;
After the November 2020 General Election, the County hired two federally certified Votemm $gst Laboratories to

conduct an audit of the tabulation equipment used to count ballots for all five of the elections administered in 2020. Bo
certifiedlaboratoriesfound no anomalies in the tabulation equipment and confirmed that:

All tested sofivare, systems, and equipment were using certified software

No malicious malware or hardware was installed

No evidence of internet connectivity was found

The 2020 General Election program and tabulation equipment was accurate (test completed bydatingne
System Test Laboratory)

T
1
1
T

Despite all evidence to the contrary, false allegations continue to persist and damage voter confidence. Many falseho
KIS 0SSy LISNLISGdzZZ 6SR GKNRdzAK (KS {SylFiSQa NBDwSes 2
subpoenaed by Arizona Senate President Karen Fann and Senate Judiciary Committee Chairman Warren Petersen.
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Maricopa County worked in good faith to comply with the subpoenas, while the

Senate hired partisan contractors with no election experience.

¢ KNRdzZAK2dzi GKS NBOASE>S (GKS {SylFriaSqQa O2y(iN} OG2NAR NBf S|
presentations delivered t8enatorsC yy YR t SGSNASYy® ¢KS {SyldSQa NBJAS;
and presentatins delivered by its contractors on September 24, 2021, which called into question the integrity of Maricop
County employees and the validity of legitimate votes cast by eligible voters.

This continuous release of inaccurate information required the @dondevelop a website to combat misinformation:
JustTheFacts.Vate

This report, prepared by election professionals, was commissioned by the Board of Supervisors and the County Reco
who direded the Elections Department to conduct a thorough review of the claims and voter appendices contained |
Cyber Ninjas Volume lll report (Pgs. M0 X / @8 CLwQ& LINBaASYydlGA2Y YR FTAYRAYS3
MT VI 9O0K2 al lafeQpreseédndtidrSancRréd&t (Fgdpho | YR GKS { Syl dSQa al OKA
(P 1-36).

Summary of Maricopa County’s Findings

AfteraninRSLIG K FylfeaAra FyR NBGASE 2F GKS NBLEZ2NIA FyR LINEB
that nearly every finding included faulty analysis, inaccurate claims, misleading conclusions, and a lack of understandir
federal and state election laws. Our reviewtbE Of A YA YIRS o0& /@80SNI bAyalaz [ &c
Liaisons, found:

1 22were misleading. The claéiead the reader to assume a conclusion that is not supported by the evidence.

1 41 were inaccurat. The claiminclude flawed or misstated analysis

1 13 were false. The clagrare demonstrably false and can be proven false using materials provided to the
Senate.

Cyber Ninjas

The report produced by Senate contractor, Cyber Ninjas, inaccurately challenges the legitimacy of thousands of voters
participated in the November 2020 General Election and/or the validity of ballots counted and included in the offisial resul
TheBSOlA2ya 5SLINIYSYld NBOGASHESR SOHSNE FAYRAYy3I AyOf dzRSR

I Our analysis found that Cyber Ninjas made faulty and inaccurate conclusions

about more than 53,000 ballots in 22 different categories.

As shown ilEXEC Table #hthe next pageMaricopa County election professionals foaaderfalse claims23inaccurate
claims, anchine misleading claims made in Cyber Ninjas Volume Il refiug.includes faulty conclusions about voters
who moved, early voting file SNII A FASR NBadz az @20§SNI NBIAAGNI GA2Y Ay
and ballots for military and overseas voters. At the heart of these inaccuracies is a basic misunderstanding or ignoranc
election laws and procedures.

Maricopa County Elections Department
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EXEC Table #1 — Summary of Maricopa County’s Analysis of Cyber Ninjas’ Findings

Category
Topic

Page

Claim

Subpoena, Hand Count and Paper

Cyber Ninjas Volume Il Report & Senate Machine Count Report (MCR)

Ballots

County Response
Analysis

Audit Cooperation & | 9 Audit Interference 5.7.1 (pg. 48) | n/a Misleading Claim
Subpoenaed ltems Missing Subpoena ltems 5.7.8 (pg. 56) | n/a Misleading Claim
Subpoenaed Equipment Not Yet Provided | 6.5.3 (pg.78) | n/a Misleading Claim
Voter Registration System Audit Access 5.7.12 (Pg. 60) | n/a Misleading Claim
Hand Count & 13 Tally Results, Presidential & Senate Races| 4-4.3 (pg. 2) n/a 3 Misleading Claims
Machine Count Machine Count MCR (pg.4) | nla Misleading Claim
Paper and Printer 17 High Bleedlhrough Rates on Ballots 5.7.5 (pg. 52) | n/a False Claim
Claims Improper Paper Utilized 5.7.6 (pg. 54) | n/a False Claim
Out of Calibration Ballot Printers 5.7.10 (pg. 57)| n/a False Claim
Questionable Ballots 5.7.13 (pg. 61)| n/a False Claim
Voter Registration
Voters that Moved &| 53 Mail-in Ballot Voted from Prior Address 5.3.1 (pg. 6) 23,344 | 0
Soft Matching Potentially Voted in Multiple Counties 5.4.2 (pg. 10) | 5,295 |5
Techniques In-Person Voters Moved out of County 55.3(pg.14) | 2,382 | O
Voters Moved Oubf-State Prior to Election | 5.5.4 (pg. 16) | 2,081 |0
No Record of Voters in Commer@altabase | 5.7.9 (pg. 56) | N/A Inaccurate Claim
Other Voter 60 Voters with Incomplete Names 5.6.5 (pg. 27) | 393 0
Reqistration Claims Deceased Voters 5.6.6 (pg. 29) | 298 26
Late Registered Voters with Counted Votes 5.6.8 (pg. 32) | 198 0
Duplicate Voter IDs 5.6.10 (pg. 37)| 186 6
Multiple Voters linked by AFFSEQ 5.6.11(pg. 38) | 101 0
Protected Voters, Early and Damaged Ballots, and UOCAVA Voters
Protected Voter 65 Official Results Do Not Match Who Votes | 5.5.1 (pg. 12) | 3,432 | O
Claims Votes Counted in Excess of Voters Who V¢ 5.5.5 (pg. 18) | 1,551 | O
Early Ballot Returns | 67 More Early Ballots Returned than Received 5.4.1 (pg.8) |9,041 | O
and Reallime Check Ballots Returned nah the final Voted File | 5.6.3 (pg. 24) | 430 0
in System Mail-in Ballot Received Without Sent Recor| 5.6.4 (pg. 25) | 397 0
Early Votes Not Accounted For in EV33 5.7.4 (pg. 51) | n/a False Claim
ReaiTime Provisional Ballots 5.7.11 (pg. 59)| n/a Misleading Claim
Voters not in precinct register 5.6.1 (pg. 20) | 681 0
Date of Registration Changes to Earlier Daj 5.6.9 (pg. 34) | 193 0
Damaged and 83 More Duplicates than Original Ballots 55.2(pg.13) | 2,592 |0
Duplicated Ballots Duplicated Ballots & Missing Serial Numbe| 5.6.2 (pg. 22) | ~500 | O
Duplicate Ballots Reuse Serial Numbers 5.6.14 (pg. 47)| 6 0
Commingled Damaged a@tiginal Ballots | 5.7.3 (pg. 50) | n/a Inaccurate Claim
Ballots and Batch 88 Double Scanned & Counted Ballots 5.6.12 (pg. 45)| 50 50
Discrepancies Batch Discrepancies 5.7.2 (pg. 48) | n/a False Claim
UOCAVA Claims 90 UOCAVA Count Does Not Match the EAC | 5.6.7 (pg. 30) | 226 0
UOCAVA Electronic Ballots Doubdeinted 5.6.13 (pg.46) | 6 0
Inaccurate ldentification of UOCAVA balloty 5.7.7 (pg. 55) | N/A False Claim
Ballots Total 53,304 [X:1/
Total Claimg 40 7 False

Maricopa County found that 21 of the 22 ballot claims were inaccurate. While Cyber Ninjas section 5.6.12 was ing
the total claims (39), it was not assigned a category. For more information se&6page

Maricopa County Elections Department
CORRECTING THE RECORD | JANUARY 2022

23 Inaccuraté
9 Misleading




MARICOPA COUNTY

Elections Department

RECORDER

W,

Our analysis foun87 instances where a votemnayhave unlawfully cast multiple ballots. We have forwarded these instances
G2 4GKS I NAT 2yl 1 GG2NySe DSYySNIfQa hF¥FFAOS F2N) FANIKS
potentially double counted.
In total, we found fewer than 100 potentially questionable ballots cast out of 2.1
million. This is the very definition of exceptionally rare. None of these instances
impacted the outcome of races and a thorough review by our election professionals
confirmed there were no systemic issues related to ballot counting and processing
in the November 2020 General Election.
| RRAGAZ2YFE FyLtedaia O2yRAZOGSR o6& GKS /2dzyie SEFYAYSH
September 24 presentation to Senators Fann and Petersen, Cyber Ninjas reporitsithaty R O2 dzy i | YR
maOKAYS O2dzyd fIFNBSt& YIFIGOKSR alNARO2LI [/ 2dzyieQa 2FFAC

machine count are almost identical, an analysis of hand count reports and procedures 18geepgal discrepancies that
call CyberNihja Q 2FFAOAIT ydzYoSNB Ayid2 ljdSadizyo

CyFIR
¢tKS {Syli{iSQa O2y(iN}OG2NE /&8CLwX NBGBASHESR al NA OBddlon / 2 d
ManagemenSystem(EMS)

There is not a single accurate claim contained in CyFIR’s analysis of Maricopa

County’s tabulation equipment and EMS. This includes the allegation that county

staff intentionally deleted election files and logs, which is not true.

CyFIRooked for ballot images in the wrong areas and then wrongly assumed that the images were corrupt. CyFIR also a
inaccurate claims about routers being connected toEMSand incorrectly concluded that the tabulation equipment was
connected to the irdrnet, leading to additional inaccurate or misleading claims gBmurity cybersecurity measures. In

its September 24, 2021 presentation, CyFIR accused County staff of intentionally deleting files and logs. ThatAdl not tru
2020 General Election fiitnave been preserved and archiv@dhe County created 26 daily bagks of the EMS server
during the election, with the last one occurring after tabulation was completed on November 13, 2020.

I All the backup hard drives and corresponding data files from the November 2020

General Election have been maintained and safely secured. Contrary to claims
made by the Senate and its contractors, the Arizona Senate did not subpoena

these archived files.

These inaccurate and misleading claims continue to spreadepbisgoes into further detail about each claim. A summary
2T KS /2dzyieQa |yl feéaAaEXRCGTable#Blaw Qa Of FAYa A& AyOf dzR¢

Maricopa County Elections Department
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EXEC Table #2 — Summary of Maricopa County’s Analysis of CyFIR’s Findings

Catego Cyber Ninjas Volume lll Report County Response
gory 4 ] P y Resp

Topic

Page Claim
Tabulation Equipment & Technology

Reference

Ballots Analysis

Election 21 EMS Database Purged 6.4.1 Pg. 63) n/a Inaccurate Claim
Management Systen Election Files Deleted 6.4.2 Pg. 65) n/a Inaccurate Claim
Database and Files EMS G:Drive 6.4.2.1.1Pg.66) | n/a Inaccurate Claim
EMS D:Drive 6.4.2.1.2 (B. 67) n/a Inaccurate Claim
6.4.2.1.2 (B. 67) n/a Inaccurate Claim
Deleted Files & Directories 6.4.2.1.3Pg.68) | n/a Inaccurate Claim
HiPro 1, HiPro 3, HiPro 4 6.4.2.1.4Pg.69) | n/a Inaccurate Claim
6.4.2.1.5Pg.69) | n/a Inaccurate Claim
Corrupt Ballot Images 6.4.3 Pg. 70) n/a Inaccurate Claim
Missing Ballot Images on EMS Server | 6.5.1 Pg. 73) n/a Inaccurate Claim
Operating System | 25 EMS Logs Not Preserved 6.5.6 (Pg. 85) n/a Inaccurate Claim
Logs User Log Deletions on 02/11/2021 6.5.6.1.1 (Pg. 86) | n/a Inaccurate Claim
User Lodpeletions on 03/03/2021 6.5.6.1.2 (Pg. 86) | n/a Inaccurate Claim
User Log Deletions on 04/12/2021 6.5.6.1.3 (Pg. 87) | n/a Inaccurate Claim
Anonymous Logins 6.5.4 (Pg. 82) n/a False Claim
Election 36 Internet Connections 7.5.5 (Pg. 89) n/a False Claim
Management Systen Internet Connections to the EMS 6.5.6.2 (Pg. 89) n/a False Claim
& its Air Gapped Internet Connections to Client 1 6.5.6.3 (Pg. 89) n/a False Claim
Network Internet Connections to Client 3 6.5.6.4 (Pg. 90) n/a False Claim
Internet Connections to the REWEB 6.5.6.5 (Pg. 90) n/a Misleading Claim
Internet Connections to the REGIS 6.5.6.6 (Pg. 91) n/a Misleading Claim
Hard Drives and 45 Dual Boot System Discovered 6.5.5 (Pg. 84) n/a Misleading Claim
Other Data Election Data Found From Other States | 7.6.1 (pg. 92) n/a Inaccurate Claim
Cybersecurity Best | 47 Failure to Follow Basic Cybersecurity 6.5.2(Pg. 75) n/a Misleading Claim
Practices Software and Patch Management 6.5.2.1.1 (Pg 75) | n/a Misleading Claim
Credential Management 6.5.2.1.3 (Pg. 76) | n/a Misleading Claim
Lack of Baseline for Host and Network Actiy 6.5.2.1.4 (Pg. 78) | n/a Misleading Claim
Total Claims 27 5 False

15 Inaccurate
7 Misleading

Maricopa County Elections Department
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EchoMail
Senate contractor, EchoMail, reviewed the 1.9 million early ballot affidavit images from the November 2020 Gene
Election.

EchoMail’s analysis of the early ballot affidavit images is misleading at best. The
“anomalies” EchoMail uncovered are due to a flawed understanding of signature

verification laws and practices.

EchoMai analysis did not consider the signature curing procesghwhliwhen a voter corrects a signature issue by
O2y il OlAy3a GKS 9fSOlA2ya 5SLINIYSY(lod ¢KShatiEKdMaziclaiyidda 2
GSNBE aly2YlFLfASaég KFEGS || AAYLES yasSN® !''a @230SNE OdzNg
theenvelopehyf @ 2yS ol ff20G o1 a O02dzyGSR F2NJ SI OK Sy @St 2LISo
about the Coul @ Qa &AA3IY Il GdzNE GSNAFAOFGA2Y LINRPOSaasx ¢gKAOK KI
dzy RS N& i | y éectibridFawsaefate@td the processing of early ballot affidavits, signature review and verification
and rights of voters to curdeir signature. A summary of i@ dzy 1@ |yl feaAia 2F 90K2al Af G
followingeXEC Table #3

EXEC Table #3 — Summary of Maricopa County’s Analysis of EchoMail’s findings

Category EchoMail Report ‘ County Response
Topic Page Claim Reference Envelopes \ Analysis
Early Ballot 76 Canvass Requirements Pg. 14 n/a False Claim
Envelope 77 MTIXMHC @a5dzLJ AOIFGSé 9 17,126 Misleading Claim
Images 77 More Envelopes Processed & Submitted tha 6,545 Misleading Claim
Identified by EchoMail
78 No Signatures, Scribbles & Bad Signature R{ Pg. 1415 2,580 Inaccurate Claim
9,589 Inaccurate Claim
80 Increase in Envelopes but Decrease in Pg. 15 n/a Inaccurate Claim
Signature Rejections
80 Daily Duplicate Numbers Pg. 7475 7,797 Misleading Claim
80 Stamped in Signature Region Pg. 79 n/a Misleading Claim
81 Stamp Behind the Envelope Triangle Pg. 84 n/a Misleading Claim
Two Different Voter IDs Pg. 8586 n/a Misleading Claim
82
10 6 Misleading
3 Inaccurate
1 False

Postelection audits build trust and promote election integrity when they have bipartisan oversight amhduoeted by
experienced, unbiased professionals who use-defihed, proven processes to provide quantifiable, reproducible proof.
These audits can also identify and explain any inconsistencies that arise so processes may be ampeovéalvs may

be considered.

' yF2Nldzy 6Stex GKS {SyldsSQa St SOGA2y NBEIBhdSimstedd grémotedi &
disinformation and distrust. This report detdiiiese shortcomings and corradhe record.

Maricopa County Elections Department 7
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Item #1: Audit Cooperation and Subpoenaed Items
(Cyber Ninjas Volume Report Sectiong5.7.1, 5.7.8, 6.5.3)

/ & 6 SNJ b Ay 2repbr@incldedfodeyniSleatingllaims about the Coudt@doperation with their review.

Cyber NinjaVolume Il County
Reference Claim Analysis

5.7.1 (pg. 48) | GAudit Interferencé Misleading Claim
5.7.8 (pg. 56) | dMissing Subpoena Iteihs Misleading Claim
6.5.3(pg.78) | dSubpoenaed Equipment Not Yet Provided Misleading Claim
5712 (Pg.60 G + 2 1 SNJ wS3IAAaGNI GA2Yy {@adGdSY ! dzRA (| Misleading Claim

Maricopa County Findings

Despite claims to the contrary, the Countycdegd A G K G KS { Sy I (i Sdays ofdhdiesuddce gf théJdnuani i
12, 2021 subpoena, the County had gathered and provided the Senate with thousands of documents aightover
terabytes of datgseeExhibitc SUBPOENA TRACBINGLY | RRAGA2Y (2 GKS R2 OdzMd8d/ G &3
the Maricopa County Board of Supervishtisairman, County Recorder and County Treasurer to attend a public hearing a
the Senate on January 13 at 9 a(lass thanl8 hours after the issuance of the subpoenayhen the elected officials
arrived, the Senate did not have a hearing scheduled and they turnédzhazy dleét& Dfficials away.

The County askefbr judicial clarfication on the lawfulness of producingaper ballots, ballot images and tabulation
equipmentfrom the November 2020 General Electiorthe SenateAfter theMaricopa CountpuperiorCourt rulecthat

the law allowed the production and thide subpoenaequestsverevalid,the County dichot appeal the ruling, but instead
asked Senate President Karen Fann when the County could deligémtsn ®m YA f f A2y ol tt20a G
as commanded by the subpoena. The Senedeiested thathe County keep the ballots until tfgenatecould fnd an
alternative location for delivenaslater stipulatedby the Senate hie County delivered the ballots, equipment and other
data subpoenaed by the Senate to the Arizona Veterans Memorial CotieApnil 21 and 22, 202These items included

all theinformation the Senate need to validate the 2020 General Election results. A second subpoena was issued on Ju
26, 2021. The County provided even more data in response.

On September 17, 2021, over eight mordfier the subpoenas were originally issliand before the issuance of Cyber
bAyelaQ NBLERNIZ GKS /2dzyie FyR { Syl d4S yS32i/AzdnSided sy
logs and the Senate confirmed that the County wafiiihcompliancewith allissuedsubpoena (seeExhibit¢ SUBPEONA
AGREEMENT

Summary
5.7.1 (Audit Interference), 5.7.8 (Missing Subpoena Items), 6.5.3 (Subpoenaed Equipment Not Yet Provided)

Based on the County’s good faith efforts to comply with the subpoenas and deliver
commanded items, the Senate was provided with all the information they would need

to validate the 2020 General Election results.

Maricopa County Elections Department
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Response and Analysis

In section 5.7.1, Cyber Ninjas acalgee County of interfering withis review by instructing one dfie Countf2 @endors
not to cooperateThat did not happerRather, he Countyaskedits vendorto tell Cyber Ninjashat it shouldsubmitany
guestions to the Countyecausehe County was in the best positiongmvideaccurate responses to questions about the
election.No questions were submitted.

In sections 5.7.8 and 6.5.3, Cyber Ninjas list the items that they believe should have been provided in response to
{ Syl 1SQa & &IBRRENKHDATEMS TaideNl 1 KS / 2dzy i@ Qa NBalLRyaSo

SUBPOENAED ITEMSIe # ¢ Items Cyber NinjadaimWere Qubpoenad by the Senate
Cyber Ninjas Volume Ill Report County Response

Reference Item

5.7.8 GwS2SOUSR ft NJ¢KS { Syl (S e LIZISydzl N\BS [MeS&a G SR a!
4! yOdzZNB Rt & B & | ballots including but not limited to early ballots, Election Day ballots
G. Fft2Gda NBGtNRPDAAAZ2Y I fadeE ¢KS [/ 2dzyie LINRG
/| 2dzy G & | & dzy|countedand included in the ressifor the November 2020 General Electi
This included early, Election Day, and provisional ballots. The re
provisional affidavits and the rejected early ballot affidavits, cast by 1
ineligible to vote, were not provided because the envelopastaining
rejected early ballots are never opened and the rejected ballots are
O2dzy i SR® Pd y2 LRAYG LINRA2N G2
Senate or its contractors clarify that they wanted these items.
6.53.1.1 |w2dzi SNE Kk dab[2KAfS GKSNBE FITNB y2 NRdziSNA GKI
51 01 ¢ tabulation equipment or Election Management System (EMS), the S
continuedtoNB I dzZS&4 G GKS / 2dzydeQa 2 G ken
50 County departments, most of which have no relationship to the Eleg
5SLI NIYSyld o0Sodadr { KSNAFFQa hTF
these routers or access to the logs wotdde disrupted County operation
exposed the County network to significant security risks, and jeopardiz¢
enforcement operations. As a result, the County and the Senate negg
an arrangement that allows for the Senate to securely get answets
guestions about the routers. As part of that agreement, the Senate stipy
that it had found the County fully complied with the subpoenas. If the ro
had been provided and spoiled by Cyber Ninjas, the estimated replac
cost would have beer6million.
65312 |at 2f f 2 2 NJ SN{The laptops in reference are the laptops connected to the printers
County uses at its voting locations. The Senate never requested these
Ay A& &ddzolLRSylro !'G y2 LR2AYy(d LN
the Senate or its contractoesk for these items. The replacement cos
these laptops and printers, with installed proprietary software is estim
at $9,000 per unit. If Cyber Ninjas spoiled this equipment as they di
tabulation equipment, this would cost County taxpayerstzgrd$3.2 million
before taxes ($9,000 x 360 printers/laptops).

Maricopa County Elections Department 10
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SUBPOENAED ITEMSIe # ¢ Items Cyber NinjadaimWere Qubpoenad by the Senate

Cyber Ninjas Volume IIl Report County Response

Reference Item

65313 |aL/t ! RYAYAa| The County does not have possession or access to this information, b
Credentials and Hardware | it is not needed by the County to conduct elections.
t21Sya¢é

65314 [aLt - | YR h{K|CyberNinjas listed an IPX devicéésmeport. We do not have a piece

SldzZA LIYSyd OFftftSR Iy dalLt - Xé avaissible
voting device These machines are ballot marking $ooted at votig
locations for voters that need additional assistance marking their bg
Theydo not perform tabulation functions and were netjuestedin the
{Sylsiz8a Syl & G y2 LRAY(G LINR2NJ

did the Senate oits contradors ask for these items. If Cyber Ninjas spg
this equipment as they did the tabulation equipment, this would cost Cd
taxpayers another $50,000 before taxes ($300 x 175 accessible

devices).
6.5.3.1.5 | é0Other Devices Connectg The Senate subpoenaed tabulation equipment used during the Nove
to the Electio Networlé 2020 General Election. The other devices statethi;isectionof Cyber

NinjagXxeport are the backup server and peripheral printers used to pr
reports. The backup serveas/not used during the November 2020 Gen
Election. The peripheral printers are not tabulation equipméné Senate
did not request this equipment in its subpoerd.no point prior to the
AdaadzZ yoOS 2F / &20SNJ bAy &lcantacbrtadkizol
these items. If Cyber Ninjas spoiled this equipment as they did the tabu
equipment, this would cost County taxpayers anotle®@@0before taxes.

Summary
5.7.12 (Voter Registration System Audit Access)

The County complied with the Senate’s subpoenas, providing all servers that
I interface with the voter registration database, as well as the servers that support

the website. There was no breach of the voter registration database. The

unauthorized access to the public website was not a breach of the secure voter

registration system.

Response and Analysis

/] @0 SNJ bAy2laQ NBLRNI ljdSadizya GKS aSOdaNARGeé 2F al NAO
NELRZ2 NI GGKIG GKSYGaRBRABSRIBOOSKEANBBdAdZANBER (G2 O2YLX SGS
Senate was provided with all the servers that interface with the voter registration database. Additionally, the Senate w
also provided with the servers that suppohietRecorde® & hahd BledtiBnsDepartmentwebsite (seeExhibit-
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SUBPOENAFurther, as stated above the County and Senate negotiated a settlement agreement, and the Senate confirn
that the County was in full compliance with all issued subpoenas.

The voter registration database is hosted on a separate network and is isolated from the Election Management Syster
is also separate fromth@ f SO A 2 ya \VeeBsitd: Aslstdrfslafdipmiedtice, all development and use of the voter
registration datahse and théRecordeQ &  haRdBH&c@od Departmentwebsite follovs Open Web Application Security
Project (OWASP) protocols. Many of these security controls and configurations are not public information to protect t
security and integrity of the systefBelow isa summary of what can be shared publicly.

1 The voter registration database is only accessible by authorized systems and personnel. Multiple layers
authentication and security controls are in place to ensure the voter registration databasedésessed by bad
actors. All development code is writtandreviewed by quality assurance personnel for usability and security. It is
also run through independent code security scan and verification services, which are remediated prior to going ir
production. The County has made substantial investments oveasitélgcade in software, services and personnel
in order to ensure the voter registration system delivers the citizens of Maricopa County best in class service.

T hy (GKS $6So0aAriaSy (GKS wSO2NRSNDRA hF¥FAOS deifedotels ke NS F
securely access some pieces of their voter information through online portals, the website does not have access
authority to make changes to the voter registration database. These controls ensure automated attacks by b
actors on thewvebsite are discovered quickly and shut down. This is evidenced by a November 2020 incident wh
our Information TechnologySecurity Department determined thanh ainauthorized persoraccessed publicly
F@FAfFo0fS AYyT2N¥IGA2Yy Qqffd@websile. WellseBused the/ pade ril toakInihiedaweS |
action to prevent this from happening in the future. This person never gained access to the voter registratic
database. Of the unauthorized data gathered, our team determined 859 of those individegtsatected voters
(judges, law enforcement officers, survivors of domestic violence and other types of harassment or\abuse)
sensitive personal information such as Social Security or Driver License nuereasbtaned and none of the
information idetified the individuals as protected voters. This incident also had no impact on any ballot, ol
tabulation of ballots.

With these security measures, and the cooperation from multgaderal,state andcounty security operations partners,
the County hasat had a breach in security within the voter registration database. The unauthorized access to the websi
was not a breach of the voter registration system.
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Item #2: Cyber Ninjas Hand Count and Senate Machine Count
(Cyber NinjaVolume Ill Report Sectiog4, 4.1 & 4.3; Machine Paper Ballot Count Report)

Cyber Ninja@eport included three claims about théaricopa @ dzy 1 @ Q&4 OSNIATFTASR St SOlGAz2y
hand count. The Senate also performed a machinatafithe total number of ballots.

Cyber NinjaVolume lland Senate Machine Count Repor{l®le]ia |\ RS

Reference Claim Ballots

4 (pg. 2) ae¢lffte w3INA |Misleading Claime KAt S (K

4.1 (pg. 2) Gt NBAARDSYNA |[O2YyFANXYSR GKS |

4.3 (pg. 3) {8yl d8 V NA |equipmentand certified result§, K S

Machine CountReport (pg. [ a OKAyY S [NJ/A |/ @80 SNJ bAyalaQ
revealed significant discrepancies.

State & Federal Laws
A.R.S. 8§ 2602(B)describes the process for hand counts. The Arizona Elections Procedures Man2aB@i#y9.describe
the legally allowegroceduredor hand couns.

Maricopa County Findings

Maricopa County’s tabulation equipment is reliable, accurate, and secure. This has
been confirmed by ten separate statutorily required logic and accuracy tests, three
separate hand counts performed by the political parties, and two audits completed

by federally certified Voting System Test Laboratories.

Summary

On November 23, 2020, Maricopa County delivered the November General Election certified canvass results to the Ariz
Secretary of State. The Maricopa County Elections Department standsbitified results submitted to the County Board

of Supervis@ and transmitted to the Arizona Secretary of State. The accuracy, reliability, and trustworthiness of th
processes used by Maricopa County and the results reported have been confirmed thatwighilg required accuracy
tests, hand counts,4lcourt cases, antivo separate independent contractor pestection audits.

Maricopa County 2020 ElectigrCertification, Accuracy Tests, Hand Counts, and Audits

Transparency, accuracy, and accounitsialre paramount to Maricopa County and its Elections Department. The
County followed all statutdy required pre and posttests, audits and reviews of elections administered in 2020.
TheCounty also welcomes objective and unbiased scrutiny and reviéts®lections processes. Throughout the
2020 elections, political party observers were present at voting locations, followed ballot courier routes an
observed signature verification, ballot processing and tabulation. In addition to strict physicéy pectocols
including limied badge access, all rooms with ballots were monitored by surveillance camétas 24

The following is summary of some of the statut@guirementsand other steps taken to ensutiee integrity of
the tabulationprocessesised for the November2020GeneraElection:
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1 In December 2019after a competitive bidding process and pilot test during the November 2019
Jurisdictional Elections that confirmed the tabulator results with a 100% hand count, the County finalize
a contractwith Dominion Voting Systems to lease tabulation equipment. The Contract was awarded afte
Dominion obtained both federal and state certification. As part of the certification process, the equipmen
underwent extensive testing for reliability, accuracyd security. Find the federal Certificate of
Conformance for Dominion Voting Systems Democracy SuiBhsrs.

§ OnOctober 6, 2020the 9 f SOl A2y a 5SLI NIYSyYyd FyR GKS ! NRT 2y
logic and accuracy test on the tabulation equipment in accordance with stat&.Rv&( 8§ 1849) The
test date was published in the newspaper, open to the public and observed by political party
representatives, city/town clerks, school and health care district representatives. The law requires a
errorless count before tabulators and software canused in an election. The tests confirmed the
equipment was tabulating ballots accurately, paving the way for the November 2020 General Election.

1 OnNovember 4, 2020a hand count audit of election results performed by Maricopa County political
parties,to include the Republican, Demodcaand Libertarian parties, found a 100% match to the vote
tabulation equipment. The hand count audit, which is required by law, covered a statistically significar
sample of ballots. The hand count was viewable on ®eOEI A 2 ya 5S LI NI YSy G Qa ¢
were shared publicly. Two prior 2020 hand counts (March Presidential Pref&iectenand August
PrimaryElectior) performed by these same recognized political parties also found a 100% match betweel
the tabuation equipment and the hand count results.

 OnNovember 18202 ( KS 9f SOiGA2ya 5SLI NILYSYyd FyR GKS !
a postelection logic and accuracy test on the equipment to ensure it was not changed or tampered witt
duringthe election. Members of all three political parties and a representative from the Arizona Attorney
DSYSNIfQa hFFAOS 20 aS MBER logickatd acc@acyitdsts, lthys @ds daR tenth3a
public test performed in 2020 that confirmed thecuracy of the tabulation system (a pre and post logic
and accuracy test were performed for the March 2020 Jurisdictional Elections, March 2020 Presidenti
Preference Election, May 2020 Jurisdictional Election, August 2020 Primary Election, and Ne2nber
General Election).

1 On November 202020 the Boardheld a nearly three-hour public meetingto discussconcernsand
guestionsraisedby MaricopaCountyresidents.Only after these questionswere answeredin a public
forum did the Boardcertify the resultsof the election. Thecanvassin@f the November2020 General
Electionwas completedin accordancewith state laws (A.R.S. 88 1642 (A)(B), 1643, 16646). This
meetingwasbroadcaslive andis still availableto the public

1 OnFebruary 24, 2021he Boardheld a publicmeetingto reviewthe resultsof two postelectionaudits
that were completedby U.S.ElectionAssistanc&Commissiorcertified Voting SystemTestLaboratories
(VSTL)rheauditsfoundthe equipmentandsoftwarewere the unalteredcertified versionsno malicious
hardwareor softwarewere detected,no evidenceof internet connectivitywasidentified, and that the
equipmentwasaccuratelytabulating.Thismeetingwasbroadcaslive andis still availableo the public

Postelectioncourt challenges

Manyallegationsaaboutthe November2020GeneraElectiormadetheir wayto courtandMaricopaCountyclearly
presentedhe factsto judgesat both the localandfederallevel. Fourteendifferent times complaints about election
fraud, manipulation, ortatIS NA Y3 Ay al NAO2LJ [/ 2dzyiéQa wnun St SO0
was dismissed by the courts or withdrawn by the plaintiffs. For a complete listing of all court caBehjtiee
COURT CASES
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Response and Analysis

4 (TallyResults), 4.1 (Presidential Contest), 4.3 (Senate Contddfclsine Count Report (pg. 4,-26)

The County’s official canvass and the Senate’s machine count closely match.
However, an analysis of Cyber Ninjas’ hand count reports and procedures reveal
discrepancies that call the hand count findings into question. Hand count
procedures changed over time, were inconsistent with Arizona law, and over 287%

of hand count batch totals did not match the Senate’s machine count.

Cyber Ninjasook nearly six months to count and report just wemtestsfroma | NA O2 LI / 2 dzy G & foin H X .
the November 2020 General Electio®n July 132021,ArizonaSenaé President KareRann said publicly that their tally

RAR y20 YI (i GkvasafrdShatd & 8zy R2 R{¥ Q0 1y29¢ K2 YdzOK (GKS Gg2 Y.
a separate machine countasarestliK S { Syl 1SQ& al OKAY S / Phds¢igsults Shodthelmachitel
O2dzyli O2y FTANXNA al NAG220 a /Rdiyrite a2 NBLRNISRH m 1St SOGA2y ¢

'y AYO2NNBOG KFIYyR O2dzyld ¢2dzZ R AYLI Ol 20GKSNJ Llahdickims T
related to duplicate ballotdtém 14¢ Damaged and Duplicate Ballots, pg). &ur analysis of&C6 SNJ bAy al aQ
results and reported hand count procedures res&ahe of theinaccuracies, inconsistencies, and problems @ither

b A y Rahdic@untBelow is a summaif some of the issues

T . Ffft2G ¢ 20 cAsthesUByRiinte saed MdSidential contest are on every ballot, the total number
of ballots should be the same. Cyber Nijas K | ¥ R refgoedzy (i7&ballot difference between the two
contests:

o Presidential Contest?2,088,569
0 U.S. Senate Contes?, 088,396

If the hand count was performed accurately and consistently, the vote totals for official candidates) write
candidates, and under/over votes for these two contests would match perfectly.

9 1FYR [/ 2dzyii ¢2GFt & 52 Reimachineicukt pafbrifed byii® Séngteliyuiad a total of
2,089,442 ballots, whiae 873 ballotanorethan was hand counted by Cyber Ninjas in the Presidential contest and
1,046 ballotamorethan was hand cated by Cyber Ninjas in the U.S. Senate contest. There are dozens of othe
RAAONBLI yOASa 0SUsSSYy /@0SNIbAya2laQ KFEyR O2dgd |y
the Machine Paper Ballot Count Report.

0 51 of the 180 (28.3%) batches ithe reportF 2 NJ ¢ KA OK GKSNB ¢l a 024K |/
machinecountentri K2 ¢ + RAFTFSNBY UG ydzYoSNI 2F olfft2da 0O2d
count. In this analysis, we includéatches for boxes in which one Cyber Nijallot count entry was
missing, but the remaining batches weneluded,and all machine count batches were includede Th
missing batches were included because it is an indication that Cyber Ninjas missed counting or recordi
an entire batch during thehand count.

0 When comparing the total ballot counts for each box that were entered by Cyber Ninjas and the machin
count entries, there werd4 total instances when the total box count between Cyber Ninjas and the
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machine count differed. The absolut&elience for these boxes totaled 1,657 ballots. The net difference
for these boxes totaled 249 ballots.

1 Hand Count Inconsistent with Arizona leayber Ninjas used a tally method to perform their hand count process.
This method is not authorized for hand counts under state law. State statute (A.R682§ 46d the 2019 Arizona
Elections Procedure Manual (Chapter 11, Pages224Bdetail the athorized methods for performing a hand
count. The only authorized method for performing a hand count of paper ballots is to use a stacking method. Tl
requires that one contest be counted at a time and the ballots with votes for each candidate imtkat be
sorted so an accurate count can be obtained. Additionally, how to determine voter intent is also outlined on pag
233 of the Elections Proceduri®anual, including that théhree-member board made up of differing political
partiesreachaunanimoi RSOA&A 2y X NFY GKSNJ GKIFyYy | YlFI22NRG&e 2F 0

f Hand Count Procedures Continuously ChangbddzZNA y3 / @6 SNJ bAyal aQ KFIyR 02
{ SONBGIFNE 27F ({tliattiedand tallhbdganibiGe witkid Boeedurerere shared and were only
YIRS | @At of 50ok$NBAENE AL A didplefhenfa®iof ihdprodeduiiek & widtten was
inconsistent and changes were made to the procedures regularly and in the middjeilnd processdsé ¢ KS
observations are documented anreport by thed NA T 2 y I { S O NFidelitlsd® RegoF on{thiPkriis$1Q &
Review of the 2020 General Election in Maricopa Gbunty RRAGA 2yt AadaadzsSa ARSY(A
observers are included below.

o Voterintent (pages333)cd @0 SNJ bAy2alaQ adt¥TF LISNF2NX¥AYy3I GKS
the Arizona state laws or procedures that govern voter intent rules. Each member of the counting crew we
G2t R G2 t221 Fd GKS oltt2d IyR RSGSNNAYS F2N ¢

o Hand Tally Error Rate (pages32B¢ dWhile the written policies rege batches of 100 ballots, in practice,
there were a variety of circumstances that resulted in batches of under 100 ballots... There were |
standards in place for addressing any discrepancies, recording the tally often came down to the opinion
the table lead... The fluctuating batch size was a significant concern because it created an unaccepta
KAIK LROGSYGALFf F2NJ SNNENE 2NJ SNNBNJ NI S ¢

/] @0SNJ bAya2laQ AylFOOdz2NI 4GS FyR AyO2yaahiais yofiiciaias diling y 3
November 2020 General Election. While it took Cyber Ninjas six months to count two contests and refeasevith
informationcontradictoryl 2 G KS { Sy I S @& Cohty Cohplefed its@andaysdf over 2,089,563 ballots by
November B, 2020 (17 days after Election Day), reporting results for over 227 separate contests.

As part of the canvass, the County created a Summary Report, a Full and Complete Canvass, and a text file of de
precinct level results. The County also creat€aist Vote Record, that lists the results tabulated for every contest on every
ballot. These four separate documents include the certified results for the November 2020 General Election and recon
perfectly.
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Item #3: Paper and Printer Claims
(Cyber Ninjas Volume Ill Report Sectidng.5, 5.7.6, 5.7.10, 5.7.13)

Cyber Ninjas made four claims that the County used questionable ballot paper-afdalitiration printers. All four claims
are false.

Cyber NinjaVolume Il County
Rderence Claim Analysis

575(9.52) |G| AAK-¢ KNBBRK wl dSa 2y I £ f 2pa@eg | False Claim
576((Pg.54) |G LYLINRPLISNI t I LISNI ! GAf AT SRé False Claim
5710(ppg.57)dhdzi 2F / FtAONIGA2Y . Fff20 t NAY FalseClaim
57.13(pg.61) v dzSa A2yl 6fS . Ffft20aé GgAGK I y2]FalseClaim

State & Federal Laws
A.R.S. § 1602 (A)escribes the form and contents of ballots.

Maricopa County Findings

The County prepared and printed all official ballots used in the Novet@B@General Election in accordance with state
laws. This included printing ballots on white paper with black ink. All paper was of sufficient thickness to prevetimghe prin
from being discernible on the opposite side. While not a requirement, the Caaedycartified 80lb VoteSecur paper for

all ballots during the 2020 Elections. The VoteSecur paper is the preferred paper type recommended by Dominion Vo
Systems for use with the Democracy SuiteBat&bulation equipment, which is the equipment thaet@ounty currently
leases.

Summary

5.7.5 (HigkBleed Through Rates) & 5.7.6 (Improper Paper Used)

Cyber Ninjas’ report included inaccurate and faulty information about the paper used
for official ballots and the calibration of printers. The County has not identified a
single instance when an official ballot was printed on anything but 80lb VoteSecur
Paper.

Response and Analysis

/] @0SN) bAyala OfFAY (GKS& ARSYUGAFTASR aGmn RAFFSNByYy O LI LI
every ballot (early, Election Day, provisional and printed from accessible voting devices) issued tduxiagerthe
November 2020 General Election. Election, Baglyand provisional ballots are printed on 19 inch, 80lb VoteSecur paper.
Ballots cast on accessible voting devices are printed on 8.5x11 inch 80lb VoteSecur paper. Our purchase
inventory/delvery records confirm that only VoteSecur paper was used for official ballots mailed to voters and for ballo
printed at inperson voting locations.

The County used other types of paper for office use in three instances, but none included papetdimddaliots.
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1 Control Slips & Envelope#\t the voting locations, control slips and affidavit envelopes are also printed. The papel
used for these other purposes is too small and not formatted correctly to be used for printing a ballot.

1 Uniformed and Overseas Citizens Absentee VotingJ& AV ballotst Military and Overseas voters may return
ballots by mail, fax, or a secure portal. Ballots returned by fax or the secure portal must be printed on standa
printer paper, as it is not aently possible to print these ballots in a tabulatable format. The ballots are then
duplicated onto a standard ballot using 80lb VoteSecur paper for tabuldir@noriginal UOCAVA ballots were
subpoenaed by the Senate and included in the productiaerosiprovided to Cyber Ninjas.

9 Large Print & Braille Ballat§ abulation equipment cannot read brajled large print ballots are printed on large
sheets of paper. Both of these ballot types are duplicated onto a standard ballot using 80Ib Votg®edar pa
tabulation. The original braille and large print ballots were subpoenaed by the Senate and included in th
production of items provided to Cyber Ninjas.

In the November 202General Eection and all subsequent elections, we have identified zstarines of ballots counted
by the tabulation equipment and printed on paper other than 80lb VoteSecur paper.

Cyber Ninjas also incorrectly state that bleed through cannot happen when VoteSecur paper, the recommended pape
used. They did not confirnmetir incorrect assumption with the paper manufactuigreExhibit¢ PAPERL andExhibit-
PAPER?2). According to the manufacturer (Roland), the VoteSpaper that the County used in the November 2020
General Election did not have any special properties that would preventthleedih from felt ofSharpie pens. Because
bleedthrough can occur, the County designed ballots with offset columns to prewerhitimpacting tabulation. Cyber
bAyala O2yFANNSR GKIG o0fSSR GKNRdJIzZZIK RAR y Dit ofihé sdvedali (i
thousand ballot images that were manually reviewed we could not find any images whethrblagil vas close enough

to a ballot oval to cause mistabulation, nor did we see any immediate correlation with adjudication.

Summary
5.7.10 (Printer Calibration)

All of the County’s Ballot-on-Demand printers used at voting locations are calibrated

and tested prior to deployment and when onsite at a voting location.

Response and Analysis

The Elections Department uses a detailed checklist when preparingdBellemand printers for use at voting locations.
This includes a series of tests to confirm tdegels and proper calibration. During setup at a voting location, the setup
teams also perform a series of test prints to verify the printers are functioning properly. These tests were compléted for
printers and voting locations. However, as printeesused throughout the election, it is possible that they can run low on
toner or paperand may become misaligned wheplacing these itemd~or these reasons, the County has a technical
assistance hotline and a team of technical support staff membersahebe dispatched to voting locations.

There are several markings on each ballot B&PER Image }##1Some are very important for tabulation and reporting
purposes, and others are used for printing and ballot identification purposes. These markidgs inc
1 Timing Marks The tabulation equipment does not actually read the ballot text or handwriting from voters. To
O2dzyi @20SNEQ OK2A0Sasx (GKS dlodzZ FdA2y SldALIYSYy(d A
ballot to determine where the ovals should beRan i KSy f 221a FT2NJ I @20SNRa Y |
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marks are damaged, the tabulation equipment will be unable to read the ballot, and it must be duplicated b
bipartisan teams of two onto a new ballot.

1 Ballot Style; Ballots are customérl for each area of Maricopa County to ensure that voters only vote for the
candidates and ballot questions for which they are lawfully entitled to cast their ballots. So, for exatape
who reside in Legislative District 1 are not offered balldisdisandidates for Legislative District 4, because they
cannot lawfully vote for them. There were over 10,920 ballot styles in the 2020 General Election and some vot
had more than 60 contests on the ballot. When a color is included, it means theli#erent ballot styles within
a precinct.

1 2-D Barcodesg These barcodes provide the County with a quick way to identify the ballot style and are primaril;
used to identify the ballot for printing. They do not contain any information other than the &igllotand even
include the human readable information below it.

1 Alignment Guideg There are four alignment guides (two circles with cross hairs and two crosses) in the corners «
the ballot that are only for printing purposes and do not impact tabulation.

PAPER Image #Ballot Markings

(Above Image of a test ballot and a description of son
the important markings on a ballot.

Summary
5.7.13 (Questionable Ballots)

The presence or absence of microscopic yellow dots has no bearing on the legitimacy
of a ballot. The County uses a variety of commercial grade printers to print ballots

and some add microscopic yellow dots that do not impact tabulation.

Response and Analysis

The Elections Deptment and its print vendor use a variety of printers (large scale HP printing press, Indigo 12000, Lexm:
923, Oki 9650, Oki B432) to print ballots. These commercial printers come with different settings and features, but they
ensure the same higlevel of security around ballot creation, printing, verification and counting no matter how a voter
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